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ABSTRACT

This article examines the use of blockchain technology to improve
transparency in the creation, validation, storage, and verification of
diplomas, transcripts, certificates, and other academic records in
higher education. While acknowledging the benefits of centralized
information systems such as HEMIS, the study identifies structural
limitations including a single point of failure, limited independent
verification of internal changes, and time-consuming cross-border
credential verification. A hybrid architecture combining SHA-256
hashing, Merkle trees, IPFS, and a permissioned consortium
blockchain is proposed. Comparative results illustrate differences
between centralized and blockchain-based models in terms of integrity
assurance, verification time, dependence on a central server, and
transaction costs. Percentage estimates are explicitly treated as
theoretical scenario values rather than pilot-test results. The study
argues that technical deployment must be accompanied by rules on
personal-data protection, legal recognition, node governance, and
measurable pilot-testing criteria.
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NEPCHEKTUBBI UCIIOJIb30BAHUS TEXHOJOT'UMU BJIOKYENH J1JI
HOBBILHEHUSA TPO3PAYHOCTHU JOKYMEHTOOBOPOTA B CUCTEME

HHOOPMALUA CTATBH

Knrwouesvie cnosa:
O10KUeliH,

obpaszosanue,

HEMIS,

oepeso Mepkia,

IPFS,

axkademuyecKkue OOKyMeHmbl,
yughposas eepuchurxayus,
Kpunmoepaghuieckuii xeu,
KOHCOPYUYMHDBLIL OJIOKYEliH,
Kubepbezonacnocme.

OBPA3OBAHMUSA

AHHOTATCHUA

B cmamve ananuzupyiomcsi 803MOACHOCIU NPUMEHEHUs. MEXHOI02UU
On0oKYelun Osl NoSbluleHUs NPO3PAYHOCIU NPOYECCO8 CO30AHUS,
NOOMEEPAHCOEHUS, XPAHEHUs U NPOBEPKU OUNTIOMOS, MPAHCKPUNIMOS,
cepmuuramos U UHLIX AKAOEMUYECKUX OOKYMEHMO8 6 BblCULUX
yuebHvix 3a6edenusx. He ompuyas npeumywecmes yenmpanuzo8aHuvix
ungpopmayuonnwvix cucmem muna HEMIS, gvioensiomes makue pucku,
KaKk —eOuHas. mouka —OMKA3d, OSPAHUYEHHbIE — BO3MONCHOCHIU
HEe3a8UCUMOL  8HEUIHEl NPOBEPKU USMEHEeHUll U  OJIUMeNbHOCHb
MedNcOyHapoOHou  eepupuxayuu  0okymenmos.  Ilpednacaemcs
2ubpuoHas moodenv, oovedunsiowas xewuposanue SHA-256, depeso
Mepkna, |PFS u paspewénnviii  KoHcopyuymHulll — ONOKYELH.
CpasnumenvHvle  pe3yibmamsl  NOKA3LIBAIOM  PASIUYUSL  MEHCOY
YeHmpanu308aHHOU U OOKUElH-MO0eAMU NO YeTOCMHOCIU OAHHDIX,
CKOpOCMU NPOBEPKU, 3ABUCUMOCU OM YEHMPAIbHO20 Cepeepd U
MPAH3AKYUOHHBIM pacxooam. IIpoyenmmuvie nokasamenu
PAcCMampusaromcsi Kaxk meopemuyeckue CYeHapHvle OYeHKU, d He KaKk
pesyibmamvl  NUAOMHO20  dKkcnepumenma.  OQb6ocHosvisaemcs
HEeoOX00UMOCMb  NAPALIEeNbHO20  PeuleHUs — 80NpPOCO8  3aUmbl
NEPCOHANbHBIX — OAHHLIX, OPUOUYECKO20 NPUSHAHUS, VIPAGIEHUS.
V31amMu U paspabomku Kpumepues NuilomHo20 mecmuposanus.

TA’LIM TIZIMIDA HUJJATLAR AYLANMASINI SHAFFOFLASHTIRISHDA
BLOKCHEYN TEXNOLOGIYASIDAN FOYDALANISH ISTIQBOLLARI

MAQOLA MA’LUMOTI

Kalit so‘zlar.
blokcheyn, ta’'lim,
HEMIS,

Merkle daraxti,

IPFS,

akademik hujjat,
ragamli verifikatsiya,
kripto-xesh,
konsorsium blokcheyni,
kiberxavfsizlik.

ANNOTATSIYA

Magolada oliy ta’lim muassasalarida diplom, transkript, sertifikat va
boshga akademik hujjatlarning yaratilishi, tasdiglanishi, saglanishi va
tekshirilishini blokcheyn texnologiyasi yordamida shaffoflashtirish
imkoniyatlari  tahlil qilinadi. O ‘zbekistondagi HEMIS kabi
markazlashgan axborot tizimlarining afzalliklari inkor etilmagan
holda, yagona nosozlik nugqtasi, ichki o ‘zgartirishlarni tashqi tomon
tomonidan mustaqil tekshirishning cheklanganligi va xalgaro
verifikatsiyaning vaqt talab qilishi kabi muammolar ajratib
ko ‘rsatiladi. Tadgiqotda SHA-256 xesh-funksiyasi, Merkle daraxti,
IPFS va ruxsatga asoslangan konsorsium blokcheynini birlashtiruvchi
gibrid model taklif etiladi. Qiyosiy natijalar markazlashgan va
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blokcheyn asosidagi modellarning yaxlitlik, tekshiruv tezligi, serverga
bog ‘liglik va tranzaksiya xarajatlari bo ‘yicha farqlarini ko ‘rsatadi.
Keltirilgan foizli ko ‘rsatkichlar pilot sinov natijasi emas, balki nazariy
ssenariy baholari ekanligi alohida gayd etiladi. Yakunda texnik
arxitektura bilan bir qatorda shaxsiy ma’lumotlarni himoya qilish,
yuridik tan olish, tugunlarni boshqgarish va pilot sinov mezonlarini
belgilash zarurligi asoslanadi.

INTRODUCTION

Digital transformation has penetrated almost all stages of higher education
management. The transition of student registries, assessment results, transcripts, and diploma
data into electronic form has accelerated document circulation, reduced dependence on paper,
and centralized management data. However, digitalization itself does not automatically
guarantee the immutability, external verifiability, and long-term reliability of documents. In
particular, when an academic document is verified by another university, employer, or foreign
organization, the dependence of the verification process on a central operator becomes a
significant problem.

Although centralized systems such as HEMIS are effective for operational
management, from an architectural perspective, storing data within a limited cluster of servers
creates the risk of a single point of failure. Abuse of administrator privileges, cyberattacks,
misconfiguration, or technical disruptions may affect data availability and integrity.
Furthermore, an external verifier cannot independently confirm through cryptographic means
that a record in the central database has remained unchanged.

Blockchain technology attracts attention at precisely this point not as an alternative,
but as an additional layer of trust. The idea of a distributed ledger proposed by Nakamoto [1]
was subsequently studied in the field of education for the verification of academic records,
reputation, and credential management [2, 3]. The main value of blockchain in education lies
not in placing the document itself on a public network, but in recording its cryptographic
fingerprint together with a timestamp in an immutable ledger and enabling independent
verification by a third party.
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Therefore, the aim of the study is not to replace HEMIS, but to develop a scientific
and technical model for integrating an external verification layer based on hash functions,
Merkle trees, IPFS, and a consortium blockchain into the existing centralized management
system. The research question is formulated as follows: how can the integrity and independent
verifiability of academic documents be strengthened through blockchain while preserving the
operational convenience of a centralized educational information system?

MATERIALS AND METHODS

The study was based on conceptual architecture analysis, the comparative method,
and scenario-based risk assessment. No empirical pilot test was conducted. Therefore, the
percentages and reductions in time presented in the results are estimated indicators based on
similar architectures, the characteristics of cryptographic operations, and the logical model of
the proposed workflow.

At the first stage, the lifecycle of an academic document was identified: document
creation, validation, storage, updating, presentation, and verification by a third party. At the
second stage, the trust points and vulnerabilities in the centralized model were identified, and
the way in which they are redistributed in the blockchain-based model was analyzed. At the
third stage, a hybrid architecture consisting of the SHA-256 hash function, a Merkle tree, IPFS,
and a permissioned consortium blockchain was developed. At the fourth stage, the model was
compared according to the criteria of integrity, verification speed, dependence on the central
server, scalability, privacy, and cost.

A cryptographic hash function generates a fixed-length digital fingerprint from the
content of a document. Even a minor change in the document produces a different hash value;
in practice, it is impossible to reconstruct the original document from the hash. This
characteristic makes it possible to verify only the integrity of the document without placing
the document itself on the blockchain.

Instead of recording a large number of documents as separate transactions, the use of
a Merkle tree is proposed. The hashes of individual documents are combined in pairs to
generate a single Merkle root. A verifier checks whether a particular document belongs to this
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root using a Merkle proof. This approach makes it possible to verify thousands of documents
using a single root hash.

Storing large PDF files and attachments directly on the blockchain is not appropriate
from economic and privacy perspectives. Therefore, it is proposed that the file itself be stored
in IPFS or a controlled distributed storage layer, while the blockchain stores the CID, Merkle
root, timestamp, and digital signature of the authorized organization. Avoiding the direct
recording of open personal identifiers on the blockchain is adopted as a privacy principle.

RESULTS
The analysis indicates that blockchain should operate as an external verification layer
while HEMIS continues performing routine academic administration. This separation
preserves institutional efficiency and simultaneously provides immutable cryptographic
evidence for third-party verification.
Table 1. Comparative evaluation of centralized and blockchain-based
educational document management

Indicator Centralized Hybrid Expected outcome
model blockchain model

Single point of | High Low Improved resilience

failure

External Institution- Merkle proof Independent audit

verification dependent

International Days or weeks | Seconds or | Faster verification

validation minutes

Server Continuous Reduced Lower infrastructure

dependence load

Privacy Central access | Off-chain storage | Privacy by design
control + hash

The comparative assessment demonstrates that blockchain significantly improves
document integrity and verification transparency while avoiding unnecessary storage of
personal data on-chain. The proposed architecture therefore balances scalability, privacy, and
institutional governance.
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Table 2. Proposed pilot evaluation indicators

Indicator Measurement Expected direction
Verification time Submission to | Reduction
confirmation
Integrity detection Modified hash + Merkle | 100% detection
proof
Scalability 1k—100k documents Logarithmic
verification
Privacy On-chain audit No personal data
stored
Fault tolerance Node outage simulation Service continuity
DISCUSSION

The findings demonstrate that the value of blockchain in education does not lie in the
idea of “moving all data to a decentralized network.” On the contrary, preserving the existing
HEMIS infrastructure and adding an external verifiability layer is an institutionally less
disruptive and technically more realistic approach. This position makes it possible to evaluate
blockchain not as an end in itself, but as a tool for solving a specific trust problem.

The international circulation of educational documents constitutes one of the strongest
practical foundations for this model. When a graduate submits a diploma to a foreign
university or employer, verification may no longer depend on the response speed of the central
operator. A cryptographic proof confirms that the document was entered into the ledger by an
authorized issuer at a particular time. However, this mechanism does not automatically
eliminate processes such as apostille, recognition of qualifications, or the legal equivalence of
the content of a document; it primarily performs the function of verifying authenticity and
integrity.

Privacy requires particular caution. Recording a person’s full name, passport
information, grades, or other personal data in an immutable ledger in an open form may
subsequently create legal problems associated with their correction or deletion. Therefore, in
the proposed model, personal data are stored off-chain, while only minimal cryptographic
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evidence is retained in the on-chain layer. This architecture reconciles technical efficiency
with the principle of data minimization.

Legal recognition is no less important than technical architecture. The institutions of
electronic documents and electronic signatures provide a basis for ensuring the legal validity
of digital documents [4]; however, the evidentiary status of a record in a consortium
blockchain, the authority of node operators, the procedure for correcting an erroneous record,
ledger governance, and the boundaries of liability require separate regulatory clarity. A
technically immutable record does not legally mean an “error-free record”; incorrect
information can also be recorded immutably. Therefore, a legal model for issuer authentication
and corrective transactions is necessary.

From an economic perspective, the advantages of blockchain are not automatic either.
The energy and transaction costs of public Proof-of-Work networks may be unsuitable for a
public education system. If a permissioned consortium network uses a PBFT-type consensus
mechanism or other energy-efficient mechanisms, costs and governance may be more
sustainable. In this case, the main costs may arise not from the blockchain itself, but from
integration, node infrastructure, cybersecurity, key management, and staff training.

The main limitation of the study is the absence of an empirical pilot. Therefore, at the
next stage, it would be appropriate to organize a limited pilot within a single university, for
example, by combining a set of certificates or transcripts issued during one semester into a
Merkle tree and recording them on consortium nodes. If the pilot results are measured
according to the criteria presented in Table 2, theoretical assumptions can be replaced with
actual indicators.

CONCLUSION

The study demonstrated that the most justified application of blockchain technology
in educational document workflow is to strengthen document integrity and independent
verification. Instead of completely replacing centralized systems such as HEMIS, the creation
of an additional trust layer consisting of SHA-256, a Merkle tree, IPFS, and a permissioned
consortium blockchain was assessed as a relatively realistic model that can be implemented
gradually under the conditions of Uzbekistan.
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In the proposed model, the document itself is not placed on the blockchain. The
document remains in a controlled off-chain storage system, while its hash, Merkle root,
timestamp, and minimal information confirming the issuer are stored on the blockchain. This
approach creates a balance between scalability, privacy, and verifiability.

Before practical implementation, three areas must be addressed in parallel: first,
verification speed, cost, and fault tolerance must be measured through pilot technical tests;
second, standards for node governance, key protection, and cybersecurity must be established,;
and third, a clear legal mechanism must be developed concerning the legal status of blockchain
records, correction procedures, and personal data protection. Only then can blockchain
become not merely another technological slogan in the digitalization of education, but a
verifiable and legally reliable element of infrastructure.
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